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- - With the observation shown in Fig. 2 that confidence scores of the packets from the new

ObjECtIVES application are usually lower than those of the known applications in the database, we
To allow the autonomous model propose an autonomous classifier update scheme shown in Fig. 3 which can be
update, we propose to summarized as follows.

o ODtain confidence scores s* from the Softmax layer in the DL-based classifier.

o Filter the data packets of a o Fllter Auses a threshold A to filter the left part as the packets of the new application.

new application from active « Use packets in the old dataset and the filtered packets in filter A to train a binary
network traffic and build a classifier as filter B, which is capable of filtering a packet from the new application
corresponding training dataset. among the packets whose confidence scores locates on the right side of the A.

o Update the current traffic o Refresh the database with the packets filtered by both filter A and filter B by labeling

classifier and evaluate the them as the packets of the new application.

_ o Update the original classifier with the refreshed database through transfer learning,
update scheme with an open where the original parameters are kept but the sizes of the last fully-connected layer
dataset. and the Softmax layer are modified.
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Figure 4: Classification performance of (a) the
original classifier trained of 9 existing network
applications; (b) updated classifier of 9 existing
applications and 1 new application

The confusion matrix illustrated in Fig. 4
demonstrates that the proposed scheme
updates the original model successfully. It
enables the model to classify the packets from
a new application with an average recall close
to 95.1% and an average precision as 95.03%.
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